VICK DUTTA

22896 Chestnut Oak Terrace  Sterling, VA 20166
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Summary

Demonstrated strategist in multiple technical domains that resulted in mission success, reduced risk, and ROI
Professional in communications systems engineering, cyber anomaly detection, data collection, computer forensics, and customer engagement techniques
Grew Special Access Program (SAP) from 1 to 75 staff of highly-skilled national assets across multiple states in support of SIGINT and HUMINT mission objectives
Experienced professional in terrestrial and overhead SIGINT systems (existing and next-generation)
Key Skill & Knowledge Areas


PM/COTR



Cyber Security/Computer Forensics

ICD 503/C&A
Linux/Windows



Signals/Data Processing


CI Risk Assessment

CNO/CND/CNA/CNE


Networking



Wireless/RF


DOD/IC Acquisition


SIGINT/CYBERINT


Cognitive Software Defined Radio

Clearances Held


TS/SCI w/FSP  – February 2010 to Present

SSBI completed October 2015 
Professional Work Experience 
Vencore Inc.



    08/2017-Present Chantilly, VA

Cyber Systems Engineer Sr. Technical Specialist - (Agency)

Conduct open source research and initial product evaluation of new commercial and governmental digital forensic hardware and software tools

Research, design, deploy, and lead training events and provide support to CI and CT investigations and special projects

Deliver subject matter expertise on forensic capabilities for operational security concerns, and detect and analyze malware

Provide operational security assessments on cyber forensic, cyber security, incident response, intrusion events, and malware analysis

Support cyber investigations and operations by providing forensic acquisition and analysis of various digital media, including computer desktop systems, laptops, tablets, mobile and smart phones, and other media formats

Provide technical onsite support to incident response and evidence seizures activities and maintain chain of custody for digital evidence while conforming to evidentiary rules

Provide analysis and maintenance of unit SOPs, lab procedure documentation, and forensics intelligence analysis reports based on examination results

Leidos
 Inc.



        06/2016-8/2017 Reston, VA

Information Security SME - (Agency)

Familiarity with the Risk Management Framework (RMF) process

Guiding the customer through the Certification and Accreditation (C&A) process, technical reviews, System Security Plans (SSPs), and review and correct plans of action and milestones (POAMs) to support the success of the different programs.

Help establish the guidelines that the C&A process will follow.

Drafting and reviewing all C&A documentation and providing security lifecycle support to ensure security is appraised in all phases from concept through decommissioning.

Provide advice and assistance in developing SSPs, CONOPS, and test plans according to C&A lifecycle best practices.

Assist in obtaining approvals and ensure federal, state and local information security and CI controls are implemented.

Ensure all documentation is accurate and complete to present to the ISSM for approval and will serve as the liaison between the program and the ISSM.


AT&T (Technical Services Company) 


       09/2015-5/2016 Oakton, VA                                                                            

Team Lead - Network Management Design Engineer - (Agency)

Lead a team of Sr. Engineers to successfully deliver on network management solutions for monitoring services across a litany of cloud services (AWS/GCC/MAZ)

Managed and administered the enterprise management software suite (SolarWinds) for large-scale network

Advised, planned, and implemented enterprise management solutions for an extensive set of technical requirements utilizing ping, SNMP, WMI, and customized scripts

Produced weekly network management reports for analytics team and leadership

Expanded the network management implementation to include additional web servers and software modules to enhance network management capabilities of IT assets

Provided technical support for a large-scale call center LAN consisting primarily of Windows 2003 servers, Windows XP workstations, and Linux systems

Department of Defense 


  02/2010-9/2015 Ft. Meade, MD                                                                             

Engineering Leader & COTR

Technologically lead integration and programmatic activities for high-visibility special access programs across IC valued over $M+25

Established and executed planning, scheduling, testing, documenting, designing, implementing, modernizing and deployment of critical network and communications systems supporting DOD cyber operations

Collaborated with Systems, Exploitation, and Access Engineers during initial stages of collections system design to provide input on transport issues, (i.e. method, interfaces, bandwidth, etc.)

Investigated and preformed forensics analysis on media, Windows and Linux-based collection systems, and other agency specific communication systems

Collaborated across the Intelligence Community to develop mission CONOPs, terrestrial and overhead SIGINT system Architectures, system requirements in support of mission objectives, and CNO/CNA/CNE/CND activities

Served roles as Technical Contributor/Evaluator on IC-wide R&D initiatives for future terrestrial and overhead communication and collections systems


Digital Concepts Inc.
           

          03/09-01/10 Arlington, VA

General Manager (Family Business)

Directed day-to-day financial transactions, and IT operations

Managed and trained a staff of 10 employees on company product, services, and ethics

Researched and modernized the IT infrastructure in support of voluminous data 

Developed and maintained ethics, money laundering, compliance records, procedures, and relevant legal documents

Sapient Corporation
           

          05/08-03/09 Arlington, VA

Associate Infrastructure Specialist L2 (DHS/CBP)

Developed white papers, Cost Analysis Drafts, and Capacity Planning drafts 

Crafted program schedules, WBS, scope, charter, risk registers, and other documents to ensure successful program execution

Delivered in conformance to agile, waterfall, and spiral/spin methodology framework
Architected and implemented various development and production environments for projects
Implemented and configured enterprise network and portal for several mission partners 

Cambridge Communications Systems Inc. 


          03/07-3/08 Alexandria, VA                                      
Systems Integrator (DOD/Army)
Generated the Reach Back support plan and provided technical and logistical support to the theater teams

Tested software patches and integrated new HW components for Unmanned Ariel Vehicles (UAV) C2 systems

Supervised junior staff, Field Service Representatives, and the war-fighter on the functionality and system configurations
Designed technical data package’s to include: rack elevations, wiring, network diagrams, and top level mechanical drawings

Integrated over 50 standalone PSDS2 & Eagle Eye systems for warfighters in OIF/OEF theaters

Developed system software and hardware user manuals in audio and hard copy format for operational teams


Wireless Matrix Corporation 


              08/04-02/07 Reston, VA                                      
Sr. Network/Security Operations Center Analyst (Commercial)
Assisted in networking equipment evaluation and recommendation for core/backhaul network

Provided internal and external Network Administration & operational support to field technicians 

Produced weekly Satellite Beam Utilization Reports/Statistics for upper management for strategic planning

Troubleshot satellite and terrestrial network anomalies and alarms for mitigation and optimal downlink/network performance

Performed networking equipment upgrades, local & regional failovers for business continuity

Generated weekly threat assessments reports and viewgraphs using deep packet inspection tools

Mentored junior technicians for next level career development and advancement opportunities 


Telia International Carrier/Telia Internet INC. 


              11/00-01/03 Reston, VA                                      
Network Operations Center Technician II (Commercial)
Performed Tier 1&2 backbone troubleshooting routing, packet loss, latency, and customer connectivity issues

Assisted senior engineers in provisioning new customer circuits and services

Worked with local loop service providers for testing end-to-end circuit connectivity

Coordinated dispatch and worked with on-field tech to replace circuit packs, amplifiers, and troubleshoot connectivity issues
Generated and maintained detailed IP Databases for new customer turn-ups and network segments

Installed, configured, maintained, and monitored network monitoring tools

Advanced Link INC. 


            1/99-7/00 Jersey City, NJ                                     
Network Technician & Installer (Commercial Internship)
Installed, configured, and monitored the organizations ISDN Terminal Adapters

Configured and monitored router interfaces, routing tables, and network filters

Generated trouble tickets for network issues until resolution

Troubleshot connectivity issues with local loop and long haul ISPs

Education

George Mason University 
- Volgenau School of Engineering





          5/2016 Fairfax, VA
Masters of Science in Computer Forensics; GPA 3.64






University of Maryland 








                       5/2013 Adelphi, MD
Bachelor of Science in Cyber Security; GPA 4.0 - Summa Cum Laude
Information Technology Learning Centers & Certifications  








         

National Reconnaissance Office - Contracting Officers Technical Rep. (COTR) Level II - Summer 2011

Department of Defense - Systems Engineering Certification – Winter 2010

Department of Defense - Communications Security Certification (COMSEC) – Summer 2010

New Horizons Learning Center - CCNA - Summer 2006

Awards/Recognition


2011-2015 - Intelligence Community Joint Duty Assignment (JDA) Credit Awarded
2013-2014 – Awarded and Recognized for establishing and developing NRO’s first Cyberspace curriculum by Director of Advanced Systems and Technology (NRO/AS&T)

2011-2012 - Awarded the National Intelligence Meritorious Unit Citation (NIMUC) by DNI for yielding high-value data for the Intelligence Community’s highest priorities- (NSA/GTO)
2007-2008 – Awarded cash bonus for delivering standalone persistence surveillance systems to both theaters well-before period-of-performance end

Other Skills


Fluent in English, Hindi, Punjabi, and Urdu
Proficient in Spanish
Personal Interests

Non Tech - Woodworking, traveling the world, grilling, and playing the guitar
Tech - Attending conferences (DEFCON/NOLACON/BLACKHAT), playing video games, Quad Copter (Drone) Flying, and building my business venture (CyberINT Solutions LLC)
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